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(@) (b) Laser light

GaAs/AlGaAs
DBR cavity

Quantum dot

FIG. 3. Quantum dots in a planar optical microcavity form the basis of the QuDOS hardware platform. (a) The quantum dots are
arranged 1 pm apart in a two-dimensional square array. The quantum dots trap single electrons, whose spins will be used for quantum
information processing. (b) Side view. The electron spins are manipulated with laser pulses sent into the optical cavity from above, and
two neighboring quantum dots can be coupled by a laser optical field that overlaps them. The purple and green layers are AlGaAs and
GaAs, grown by molecular-beam epitaxy. The alternating layers form a distributed-Bragg-reflector (DBR) optical cavity which is
planar, confining light in the vertical direction and extending across the entire system in horizontal directions.
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O sfc-aqua / RuleSetSpec 4.9 Connection Setup Example in single network

The following diagram shows a full example of connection setup.

Code Issues ‘) Pull requests ») Actions -1 Projects | Security Insights Settings 5
v Sequence diagram

 RuleSetSpec  Fu EditPins ~ || ® Watch 2

Initiator Repeater 0

Form a request to a Responder

e 1 Y Go to file Add file ~ <> Code ~ it [1. Cannection Setug| Request Phase]

Stack local information

Chibikuri added explanation for ruleset termination Osa
Connection Setup Request (CSR)

. Stack local information.
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2.0.Specifications.md X ) Stack local information
i ¢ SR
2.1.ConnectionSetupSpec.md c i T o »

Read CSR
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2.3.RuleSetExecutionSpec.md
Create RuleSets based on the provided information

2.4.DataStructures.md
[Connection/Setup Response]

3.Examples.md

4.References.md
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CHANGELOG.md Link Allocation Update / Barrier
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oy . : RuleSet Execution Start :
Specification

Ack / RuleSpt
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Specification for Connection Setup (Teardown) and RuleSet

RuleSet Excution Start
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Internet Engineering Task Force (IETF)
Internet Research Task Force (IRTF)

IETF: Standardization organization for the Internet (TCP/IP, http, etc.)
IRTF: Corresponding research organization

116th meeting 2023/3/27-31 @Yokohama, Japan
Quantum Internet Research Group meeting in IRTF

O

o

Host Speaker Series

“The Future & Roadmap to the Quantum Internet - Testbed Efforts in Japan -”
m  Shota Nagayama & Rodney Van Meter
m  more than 10% of participants (top classical network specialists) of
IETF/IRTF joined the session.
Quantum Internet Lab Tour to Yokohama National Univ.

https://ietf116.jp/tour/
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| Host Speaker Series

The Thursday 30 March Host Speaker Series
talk will focus on Quantum Internet. The
WIDE Project has been working on and
supporting the research and development of
quantum networking/quantum Internet for
more than 15 years. The talk will discuss
that research with particular emphasis on

testbed-related activities in Japan.
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History

Distribution (QKD) and Quantum Cryptography (QC)

Technical limitations

1. Quantum key distribution is only a partial solution. QKD generates keying material for an encryption algorithm that provides confidentiality. Such keying
material could also be used in symmetric key cryptographic algorithms to provide integrity and authentication if one has the cryptographic assurance that
the original QKD transmission comes from the desired entity (i.e. entity source authentication). QKD does not provide a means to authenticate the QKD
transmission source. Therefore, source authentication requires the use of asymmetric cryptography or preplaced keys to provide that authentication.
Moreover, the confidentiality services QKD offers can be provided by quantum-resistant cryptography, which is typically less expensive with a better
understood risk profile.

2. Quantum key distribution requires special purpose equipment. QKD is based on physical properties, and its security derives from unique physical layer
communications. This requires users to lease dedicated fiber connections or physically manage free-space transmitters. It cannot be implemented in
software or as a service on a network, and cannot be easily integrated into existing network equipment. Since QKD is hardware-based it also lacks
flexibility for upgrades or security patches.

3. Quantum key distribution increases infrastructure costs and insider threat risks. QKD networks frequently necessitate the use of trusted relays, entailing
additional cost for secure facilities and additional security risk from insider threats. This eliminates many use cases from consideration.

4. Securing and validating quantum key distribution is a significant challenge. The actual security provided by a QKD system is not the theoretical
unconditional security from the laws of physics (as modeled and often suggested), but rather the more limited security that can be achieved by hardware
and engineering designs. The tolerance for error in cryptographic security, however, is many orders of magnitude smaller than in most physical
engineering scenarios making it very difficult to validate. The specific hardware used to perform QKD can introduce vulnerabilities, resulting in several
well-publicized attacks on commercial QKD systems.?

5. Quantum key distribution increases the risk of denial of service. The sensitivity to an eavesdropper as the theoretical basis for QKD security claims also
shows that denial of service is a significant risk for QKD.
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Fig.1: The quantum repeater protocol and the experimental set-up.
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