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Spam

= SPAM

e Hormel Foods Corporation
= http://www.spam.com

* “Monty Python’s Flying Circus”
= Spam
* Hormel Foods
* UCE (Unsolicited Commercial E-mail)
* UBE (Unsolicited Bulk E-mail)




Spam @)

From - *hkhkhkhhhkkhk khkhkhkhk <**********@******* . ***>

To- *kkk *******@******** *kk Khkk khkkhkkkkikk kk Kk

Subject: Take advantage of the Bulk Email Special today? Broadcasting 500.000
Only $ 59.95

Date: Wed, 30 Oct 2002 12:56:30 -0500

MULTILEVEL MARKETING OPPORTUNITIES

*PRODUCT ORDER* Disks are in TEXT file format and fully EXPORTABL:
==Only $69.95==
==Only $49.95==

3)[ 1 1.5 Million USA Business FAX NUMBERS, ==Only $29.95==

[ ] 7.5 million Chinese e-mail addresses all fresh!!!l ==Only $49.95==
5)[ ] 100 Thousand Toronto Canada business fax numbers ==Only $49.95==

90% DELIVERABLE




Percentages of Total Internet Email
ldentified as Spam

65% Spam
in June 2004

Over 104 Billion Email Messages
Filtered by Brightmail in June 2004

http://www.brightmail.com




Spam

Worldwide Spam Category Data

http://www.brightmail.com it

Adult
Finandal
Fraud -
Health
Interret
Leisure
Palitical
Products

Scams
Spiritual |I
0% 2% 10% 15% 20% 25%
All other email attacks = 6%

Source: Brightrnail Logistics and Operations Canter




¢SMTP
MUA |

To: usgr@same\where

Mail User Agent

Mail Transfer Agent
Mail Delivery Agent
Simple Mail Transfer
Protocol

Post Office Protocol
Interactive Mail Access
Protocol

Domain Name System
Mail eXchange




somewhere/MX?

mail.somewhere

To: usgr@sofewhere

somewhere

Spam

POP/IMAP

(1)

m Third Party Relay (Open Relay)

MTA







Spam

= Third Party Relay

e POP before SMTP




Spam

= MAPS RBL (Realtime Blackhole List)
= ORBS (Open Relay Blocking System)

« DNS
= Spam open relay

Spam

m Greylisting
MTA
. 400
2 white list
Spam sender




Spam

« SMTP (RFC2554)
AUTH

o auth-smtpd(
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(Bayesian filter)
( 3 )
spam
P(A|B)= P(A)P(B|A)/P(B)
spam
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Spam

* False negative
= Spam

» False positive
m spam

False positive

spam

fuzzy checksum
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Spam (&)

« 2002 9 IBM developer works

http://www.ibm.com/jp/developerworks/linux/021129/j_l-spamf.html

vs FP

1851 vs. 0 1916 vs. 0]

1846 vs. 5 1558 vs. 358
1849 vs. 2 1774 vs. 142
'I'Jl&&@ﬂllwWﬁ.me_w

1747 vs. O 943 vs. 971

Pyzor
J 4 2

Spam

x 10% = 2000
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Spam

= 2002 11
« 30
. 15
. 2.5
= 11/5 9:30am  11/7 11:00pm

(©)(2) 15500039

MX
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(2002 7

15
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Spam

« CAN-SPAM (2004 1
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(2004 1

« CAN-SPAM “You CAN SPAM”

. Controlling the Assault of Non-
Solicited Pornography and Marketing Act
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= Spam
« spam

Sobig, MiMail.F

spam
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n Vi@gra, Viagr a, remOve
HTML

. Via<!--random string-->gra

Spam (1)

m Spam (1)
« Sender ID (AOL, MS)
= SPF (Sender Policy Framework) + Caller 1D
. (SPF) (Caller ID)

IP DNS

gnu.org text = "v=spfl ip4:199.232.76.160/27
ip4:199.232.41.0/28 ?all"

IP DNS
199.232.41.1 who@gnu.org

192.168.1.2 who@gnu.org
( “all’= )
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spam

m Spam
« DomainKeys (Yahoo!)
= DNS MTA
. MTA

MTA
« Sender ID, DomainKeys

. MTA

(2)

(2)
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spam

spam

spam

MDA(POP

(5)

m Spam

y ( )

. URL
http://www.nikkei.co.jp/news/keizai/20040531AT1F3000330052004.html
http://www.asahi.com/tech/asahinews/TKY200406060122.html

= 2005




(1)

SpamAssassin
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©)

m Spam
e anti-spam-request cc.okayama-u.ac.jp

subscribe
end
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