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1. Storage for data and metadata
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2. Identity management, authentication & access
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Internal & external network connectivity
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Access to discipline specific tools to support analysis
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5. Software development
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6. Visualisation
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A.2 ANDS Checklist

Checklist for assessing IT Infrastructure capability for Data

Management

About this Checklist
This document is part of the ANDS Data Management Framework Guide.
The Guide is for research institutions which are intending to assess the capability maturity of their curent

infrastructure supporting the management of institutional research data assets. A Capability Maturity Model is
used as the instrument to support institutions to investigate their research data capability maturity using:

e 4 elements of data management capability: Policies and procedures; IT
infrastructure; support services; managing metadata

o assessed across 5 levels of maturity: Initial; Development; Defined;
Managed; Optimised

This document is a basic starting point for institutions who wish to assess their IT infrastructure capability
maturity in terms of research data management.

Suggested questions to assess capability maturity of IT infrastructure

Storage for data and
metadata

Do you have adequate storage for any given dataset? If so, is it permanent storage or
temporary?

Are datasets backed up or archived in multiple locations?

If datasets and their metadata are separate, are they stored together or could they become
separated? How closely are the data and metadata linked?

When new data storage technology becomes available, will you be able to migrate
datasetstoit?

Do datasets rely on compression or data transformation tools and standards for basic
access?  If so, will there be continued access to those tools and standards?

Do datasets rely on proprietary tools or formats for basic access? If so, will there be
continued access to those tools or fomats?

Identity
management,
authentication &
access

e Canthe [T infrastructure record and support the access restrictions needed for all datasets, e.g.
passwords, AAF identity, ethics and access agreements and contracts?

e Canthe IT infrastructure support collaboration on any given dataset with researchers wherever
they are located?

e Canthe IT infrastructure support the registrations needed to frack and identify authenticated
acoess?

e Isitpossible to change any access restrictions for a given dataset at some time in the future
(e.g. after an embargo period has passed)?
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Intemal & extemal
network connectivity

o [fadatasetis too large or expensive to transfer over intemal or extemal networks, is there a

fall back transfer mechanism (e.g. hard drives sent via courier)?

¢ Whatdata transfer costs does your institution levy on intemal data transfers? What about

extemal transfers toffrom other institutions?

o Ifagiven dataset atfracts high demand, can the [T infrastructure cope with the access and

copying requests expected?

Access to discipline

¢ Does your institution make available a sufficient range of analytical tools to meet all

specific tools to disciplinary needs? Can all those who need them get access?

support analysis o Ifadatasetrequires access to a particular tool in order to analyse it, has that tool (e.g.
statistical analysis package) been archived? Have any configuration or
customization scripts developed for that tool been archived?

e [fadataset requires access to a commercial data analysis tool, are there altemative
open-source tools available for other researchers without access to the commercial
tool?

e [fadataset requires access to a specific instrument or piece of equipment and this in
tum requires a specific configuration, is there provision for this to be specified in the
dataset metadata?

Software e  Does the institution have the capacity to develop or modify software as
development required?

e Does the institution have the expertise to recommend altemate solutions to
time-intensive custom-developed development or modification?

e [fadatasetis generated by custom-developed software, has that software and
documentation to build it with the dataset been archived?

e [fadatasetis generated by commercial or off-the-shelf software, have any
customization or configuration settings with the dataset been archived? Are
there altemative open-source tools available for other researchers without
access to commercial software?

o Ifadataset requires custom or off the shelf software for basic access (e.g.
decompression) have any settings or customizations needed to access the
data been specified with the metadata?

Visualisation e Does the institution make available a sufficient range of visualisation tools,
or access to them, to meet all requirements?
e [fadataset requires supporting visualizations, are the visualisation assets
and tools archived with the dataset?
o  Arethere faciliies to record any visualisation settings or configuration
values with the dataset metadata?
¢ [fthe supporting visualisations require access to high performance
computing resources (HPC) to repeat or view, are there facilities to note the
relevant requirements in the dataset metadata?
Collaborative Does the institution provide adequate collaborative environments, or access to them, to meet all
environments needs?

If a dataset is stored within a collaborative environment or requires access to a collaborative
environment in order to access or analyse it, are there faciliies to store the environment setup
and configuration in the dataset metadata? Can any customized software components
needed to use the collaborative environment be archived with it?

If a dataset requires access to a commercial collaborative environment, are there altemative
open-source tools available for other researchers without access to the commercial
environment?
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Is it possible to move a dataset to a newer or different collaborative environment if required for
future additions or expansions?

High  performance
computing (HPC)

¢ Ifadataset requires access to HPC faciliies in order to access or analyse i, is it possible to
specify the faciliies setup and configuration in the dataset metadata?

e Isitpossible to archive any customized software components needed to use the HPC
facilities?

o Ifadataset requires access to a commercial HPC tool, are there altemative open-source
tools available for other researchers without access to the commercial tool?

e Asdeskiop systems capacities grow, are there mechanisms to allow data to be shifted
across?
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[4] Access to discipline specific tools to support analysis
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