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Information Leakage Cases 

Worm / Virus Bot / Botnet APT 
(Advanced Persistence Attack) 

Intranet + Internet + DMZ (RAS) Intranet + Internet + DMZ + 
Satellite (VPN) Cloud 

Private Information 
Protection Law SOX/J-SOX 

Malware / 
Cyber Attacks 

Network 
Architecture 

Information 
Assurance / 
Compliance 

2000 2005 2010 

ISMS 

• Propagation 
• System Down 

• Silent intrusion 
• Economical harm 

• Breaking-in to Unexpected 
Target 

• Critical Info. leakage 

• Curiosity and Vandal • Infrastructure of 
Underground economy 

• Economic/Business Risk 

• Critical limitation of 
Perimeter  protection 

• National  Security 

• Good guys in / Bad guys out 
(out=Internet) 

• Part of good guys out • No border between Intranet 
and Internet 

• Enhance endpoint 
security 

• Ensure right 
configuration  

Challenges 

• Windows 7 
• Domain management 

• Data(Information) 
protection on 
borderless network 

• Ensure following 
compliances with 
Cloud 

• Data Jurisdiction 
 

CodeRed, Nimda, Blaster, 
Slammer 

Agobot, Waledac, Zeuse   Operation Aurora (Google) 
Stuxnet, intrusion onto DOD 

New Challenges 
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1) Receive  Work 

2) Enqueue message 

3) Dequeue message 

4) Do work 

5) Write to Storage 

Load Balancer 

BLOB 

Table 

Storage 

6) Read from Storage 

7) Return result 

Compute 

Fabric 

 

 
 

CPU  
 

CPU 

Storage 

CPU 

Storage 

CPU 

Storage 

CPU 

Storage 

CPU 

Storage 

Primary Backup 

CPU 

Storage 

CPU 

Storage 

Backup Primary 

CPU 

Storage 





•

•

•

 

  

 
  

 





IT  



IaaS  
 

•
•
•

•



PaaS  
 

•
•

•

•

•

•



SaaS  
 

•
•

•

•

•



 

 

  

 

 

 
 

 



•

–
–

•
•

•

–
•

 

 

  

 

 

 
 

 

  
( ) 

 

 
 

 

 
( ) 

 
 

 

• Live ID SMAPI
 

•   
 

• VLAN
 

•  
•  
•

 

•
Windows Azure  

•
Windows Azure  

• ( )  
Windows Azure (

) 

•
 Windows Azure  

•

• VLAN

•
CSP  

•  ( )
 Windows Azure

 



•

–
•

–
•
•
•
•

–
•

 

 

  

 

 

 
 

 

  
( ) 

 

 
 

 

 
( ) 

 
 

 

 
(ID ) • Live ID SMAPI

 

•   
 

• VLAN
 

•  
•  
•

 

•
Windows Azure  

•
Windows Azure  

• ( )  
Windows Azure (

) 

•
 Windows Azure  

•

• VLAN

•
CSP  

•  ( )
 Windows Azure

 

• ID  
• (

) 
• Windows Identity Foundation(WIF), Windows 

Live ID, Open ID   

•
Windows Azure

• ID  
•  

Windows Azure  



•

–
•

–
•
•
•
•

–
•

–
•

 

 

  

 

 

 
 

 

  
( ) 

 

 
 

 

 
( ) 

 
 

 

 
(ID ) • Live ID SMAPI

 

•   
 

• VLAN
 

•  
•  
•

 

•
Windows Azure  

•
Windows Azure  

• ( )  
Windows Azure (

) 

•
 Windows Azure  

•

• VLAN

•
CSP  

•  ( )
 Windows Azure

 

• ID  
• (

) 
• Windows Identity Foundation(WIF), Windows 

Live ID, Open ID   

•
Windows Azure

• ID  
•  

Windows Azure  

• SQL Azure  
• Windows Azure Web

 



 

 
 

 

 
 

SLAA  



•

•
•

–
–

Office 365 SLA  Service Level Agreement
• 99.9%  
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Exchange Online 
• PC Outlook  

–  

• OWA

•

Exchange Online 
• RMS Rights Management System)  



 
Information Author 

 
The Recipient 

RMS Server 

Active Directory Database Server 
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2 3 5 
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RMS  
RMS RMS

 

RMS
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RMS  
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• RMS
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Services 
(Office 365 and Microsoft 

Forefront® Online 
Protection for Exchange) 

•
•

Data 
Centers 

•
•Microsoft 
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Cloud Security Alliance, Security Guidance for Critical Areas of Focus in Cloud Computing V2.1 
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R.15  Distributed Denial of Service
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http://www.microsoft.com/japan/cloud/ 

Windows Azure Platform  
http://www.microsoft.com/japan/windowsazure/ 

Windows Azure Platform  
http://msdn.microsoft.com/ja-jp/windowsazure/ 

 
http://msdn.microsoft.com/ja-jp/windowsazure/ 

Windows Azure  
http://www.windowsazure.com/ja-jp/support/legal/ 

 

Windows Azure  
http://download.microsoft.com/download/E/9/1/E91ADDD8-6E37-4E7B-84B8-
77AFE27E5DB2/WindowsAzureSecurityOverview_20100922.pdf 

Windows Azure   
http://download.microsoft.com/download/2/E/7/2E7D98A8-2B3E-4936-B09C-
7BF3956177F5/SecurityBestPracticesWindowsAzureApps_20100624.pdf 

Introducing Windows Azure Diagnostics 
http://blogs.msdn.com/b/sumitm/archive/2009/11/18/introducing-windows-azure-diagnostics.aspx 

Windows Azure  
http://msdn.microsoft.com/ja-jp/magazine/ee291586.aspx 

 

Windows Azure  
http://msdn.microsoft.com/ja-jp/magazine/ff714589.aspx 
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