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Eventually Consistency

Trend of Information Security

(Advanced Persistence Attack)

* Propagation
* System Down

* Silentintrusion e Breaking-in to Unexpected

* Enhance endpoint
security

e Ensure right
configuration

¢ Economical harm

Target
e Critical Info. leakage

Agobot, Waledac, Zeuse Operation Aurora (Google)
Stuxnet, intrusion onto DOD

* Infrastructure of e Critical limitation of
Underground economy Perimeter protection
¢ Economic/Business Risk * National Security

Malware /
Cyber Attacks

CodeRed, Nimda, Blaster,
Slammer

*  Curiosity and Vandal

Intranet + Internet + DMZ +
L (RAS) S (VPN)
Architecture A
* Good guys in / Bad guys out * Part of good guys out * No border between Intranet
(out=Internet) and Internet

Information Private Information

¢ Windows 7
* Domain management

e Data(Information)
protection on
borderless network

¢ Ensure following
compliances with
Cloud

* Data Jurisdiction

New Challenges

Network

SOX/J-SOX

Assurance / Protection Law
Compliance Information Leakage Cases
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